Azure SAML Configuration in Gainsight

Azure Steps:
1. Create a new enterprise application by following the below steps.
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2. Select Enterprise application, click on “Add” and select “Enterprise application”
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3. Search for “Gainsight SAML” and select the application.
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Browse Microsoft Entra App Gallery X

~+ Create your own application 27 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. When deploying an app from the Microsoft Entra App Gallery, you leverage
prebuilt templates to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra App Gallery for other organizations to
discover and use, you can file a request using the process described in this article.
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4. Provide a name to the application and click on “create”.
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5. Open the application and Select “Set up single sign on”
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6. Then select “SAML”.
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7. In “Basic SAML Configuration”, click on Edit and fill Entity ID and Reply URL
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8. Navigate to Step 3, download the Certificate(Base64).
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9. Then navigate to Step 4 in the same page and copy Login URL and Logout URL
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Test single sign-on with Gainsight SAML2
Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.
A\ Fill out required fields in Step 1

1. Make sure the user is assigned to the app and try logging in on GS Side.

2. User Attribute & Claims, check for claim name if they want to use something
different. You can add a new claim if you want. You can use url or attribute
name="<copy this>"



Gainsight:
1. Navigate to User management -> Authentication -> Click on “Add Authentication” and
select SAML.
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View and manage the list of authentication mechanisms that help users verify their identity and log in to Gainsight.
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2. Below form opens up.
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Name: Give any unique name other than existing methods.

Email domain: Enter domain which matches with User email.

Sign In URL: Fill Login URL from step 8 under Azure section.

Sign Out URL.: Fill Logout URL from step 8 under Azure section.
Certificate: Upload the file which is downloaded from Azure in Step 7 under

Azure section.
Field Mapping: Let it be Username(Do not make any changes).

Click “Save”

3 Once saved, go to the list and click on ellipsis as in the below screenshot and
click “Edit”
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Click on the “Download” option to get the metadata file.
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Once downloaded, open the file in any text editor and search for below
Occurrences.
1. entitylD
It's value would be something like “urn:autho:gainsight:<1p>"
2. AssertionConsumerService
It's value would be something like

“https ://secured.gainsightcloud.com/login/callback connection=<ID>"

In Azure, Navigate to the “Basic SAML Configuration” and make below changes.
1. Identifier (Entity ID): update with entityID from step 5.
2. Reply URL (Assertion Consumer Service URL):
update with AssertionConsumerService from step 5 and save it.
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