
Google Workspace SAML SSO 
Setup for Gainsight 
 

 

1. Create a new custom SAML app in Google 
 
Follow these steps in your Google Admin Console to begin setting up a new custom 
SAML application: 

1.​ Go to the Google Admin Console (admin.google.com). 
2.​ Navigate to Apps -> Web and mobile apps. 
3.​ Click the Add App button. 
4.​ Select Add custom SAML app. 

 

 

 

To successfully set up a new custom SAML application in Google Workspace, you will 
complete the following four configuration steps: 



1.​ App Details: Define the application's name, description, and icon. 
2.​ Google Identity Provider (IdP) Details: Download the necessary metadata or 

certificate from Google to configure the Service Provider (SP). 
3.​ Service Provider (SP) Details: Enter the application's specific ACS URL and 

Entity ID into the Google configuration. 
4.​ Attribute Mapping: Define which user attributes (e.g., email, name) will be 

sent from Google to the application. 

 

 
​
Please note the following sequence for completing the 4 steps: 

1.​ Complete the first two steps. 
2.​ Log in to Gainsight and create the necessary authentication. 
3.​ Complete the final two steps. 

 

App details 

 
Define the application's name, description, and icon. Ex: GainsightSSO 
 



 

Google Identity Provider (IdP) details 

 
In the Google Identity Provider (IdP) details section, you have two methods for 
obtaining the necessary configuration information: 

●​ Option 1: Download IdP Metadata 
●​ Option 2: Copy Individual Details 

○​ You must manually copy the following three values: 
■​ Single Sign-On (SSO) URL 
■​ Entity ID 
■​ Certificate 



 
 
To set up the Google IdP for Gainsight, you must use Option 2: Copy the SSO URL, 
entity ID, and certificate. Please copy the SSO URL and the Entity ID, and 
download the Certificate. 

 

 



2. Create the SAML Authentication in Gainsight 
 

1.​ Navigate to Gainsight Administration​

 Go to Administration > User Management > Authentication. 

2.​ Add SAML Authentication​

 Click Add Authentication and select SAML. 

 

 

Authentication details 

Please enter the following details to create the 

authentication record: 

●​ Name: Provide a name for the application. 

(E.g., GoogleSSO) 

●​ Email Domain: Enter your organization's 

domain. 

●​ Sign In URL: Paste the SSO URL copied from 

the Google IdP. 

●​ Certificate: Upload the Certificate 

downloaded from the Google IdP. 

Now SAVE the connection 

 



3. Download Gainsight metadata XML 
 
Now, when you edit the same connection, you will see a Download option to 

retrieve an XML file as shown below 

​
​

 



4. Extract ACS URL and Entity ID from the XML 

 

To complete the setup, you need to open the downloaded XML file and copy 

the following two values: 

●​ AssertionConsumerService → Location. Towards the bottom of the file. 

It would be the blurred-out section from the image below. This would 

need to be copied.

 

●​ Entity ID. Towards the top of the file, it would be the blurred-out section 

from the below image. This would need to be copied.

 

 

 



5. Finish app details in Google 
 

Service Provider details 

Now, navigate to the Service Provider Details section within your Google 

App settings. 

Enter the following information that you extracted from the downloaded XML 

file: 

●​ ACS URL: Paste the value you copied from the 

AssertionConsumerService -> Location attribute in the XML file. 

●​ Entity ID: Paste the Entity ID value you copied from the XML file. 

Then Click CONTINUE 

 



Attribute mapping 

Map the attributes as follows: 

●​ Map the Primary Email attribute to Username.  

Click FINISH to complete the configuration. 

 

 



6. Assign users/groups to the SAML app 
 

Now that the application setup is complete, you must assign users to a group to 
grant them access to the application. 

 
​
 
 

7. Test SAML and then disable DB Authentication 

 

●​ Test SAML login:​
 

○​ Use a test user who has the app assigned. 
○​ Confirm they can access Gainsight successfully.​

 
●​ Roll out to admins and end users as needed.​

 
●​ Once you’re confident SAML is working for all required users, raise another 

ticket with Gainsight Support to:​
 

○​ Disable temporary DB Authentication for your org and/or specific 
users.​
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