OKTA SSO Setup for Gainsight Integration

Follow these steps to configure Single Sign-On (SSO) between Okta and Gainsight.

Stage 1: Create an Application in Okta

1. Login to Okta Admin Console

Navigate to Applications > Create App Integration.

% okta T \ .

© Admin Console <
i i Documentation
. @ Dashboard v Applications
Director v Create App Integration [ll Browse App Catalo; Assign Users to A More v
Y bt PP 4| g PP
.
.
® Customizations v
88 Applications ~ Search
Applications
STATUS @ Okta Admin Console @ v
Self Service ACTIVE 0
INACTIVE 0 @ Okta Browser Plugin

API Service Integrations

O security v Okta Dashboard
o Workflow v ® Okta Workflows o
Client ID: Ooaxuch6abs0xSdJq697
a Reports v
Okta Workflows OAuth
@w:mm ) o v
@ Ssettings v Client ID: Ooaxucb6dmKDViidn697

2. Select the SAML 2.0 Option

Choose SAML 2.0 and click Next.

Create a new app integration

Sign-in method 0IDC - OpenlD Connect
LearnMore (3 Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration

with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-te-machine authentication.

3. Configure the Application



App Name: Enter a name for the app, e.g., "Gainsight" and Click Next
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4. Enter a Dummy SSO URL and Audience URI

Do not display application icon to users

e Single Sign-On URL: https://trial-9582957-admin.Test.com/ (Replace

with your own URL)

e Audience URI (SP Entity ID): abc (Replace with your own value)

e Click Next to proceed.
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5. Finish the App Creation
Click Finish to complete the app setup.

Create and update

Show Advanced Settings

What does this form do?

This form generates the XML needed
for the app's SAML request

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.



6. Download the Certificate
Go to Applications > [Your Gainsight App Name] > Sign On tab, and download the SHA-2

Certificate.
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Stage 2: Set Up SAML Authentication in Gainsight

1. Navigate to Gainsight Administration

Go to Administration > User Management > Authentication.

2. Add SAML Authentication
Click Add Authentication and select SAML.
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Enter the SAML Details

Name: Choose a name (e.g., "Okta SSO").

Email Domain: Enter your domain, e.g., yourdomain.com.
Sign-In URL: Enter the Dummy URL you created in Okta (e.g.,
https://trial-9582957-admin.Test.com/).

Certificate: Upload the SHA-2 Certificate you downloaded from Okta in Stage 1.



4. Save the Configuration

Click Save to complete the setup in Gainsight.
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Stage 3: Update the SSO URL and Entity ID

1. Download the XML File from Gainsight
O Go back to Administration > User Management > Authentication.

o Click Edit on the SAML configuration you created in Stage 2.



o Click the Download button to get the XML file.
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2. Extract the SSO URL and Audience URI



o Open the XML file and locate the following:
a. Single Sign on URL. Towards the bottom of the file. It would be the blurred out

section from below image. This would need to be copied.

>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</
>urn:oasis:names:tc:SAM

n="
true"/>

b. Audience URI (SP Entity ID). Towards the top of the file.. It would be the blurred

out section from below image. This would need to be copied.

«» metadata.xmi

< e " x 1ter 0:metadata®>

< ’ tAsse 0 iprotocol”>

<

3. Update Gainsight Authentication

® Go to Administration > User Management > Authentication in Gainsight.



e Edit the configuration, and paste the Single Sign-On URL value from the XML file
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4. Update Okta with the New SSO Information
e |n Okta Admin Console, navigate to the General tab of your Gainsight app.

e Click SAML Settings and then click Edit.
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Final Steps: Create Attributes and Assign Users in Okta



1. Create an Email Attribute
In the Okta Configure SAML settings, add an attribute for Email and map it to the Okta
email value.

2. Complete the App Configuration

Click Next to proceed, and then Finish to complete the app update.

Attribute Statements (optional) LEARN MORE
Name Name format Value
loptional)
email Unspecified -~ user.email v
Add Another

Now, the Okta integration setup is now complete. The admin needs to assign the app to the
appropriate users or teams.
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