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System Integrations | Rotating Keys
& Reauthorization

Jira

Click on the three dots on the Jira connection.

e Revoke Authorization: This option revokes the connection between Gainsight
and Jira.

e Authorize Connection: After clicking "Authorize," the Jira OAuth page opensin
a new tab. Complete the authorization by entering the Jira organization
credentials.

For more information, please refer to the JIRA support article.

¥JIRA
Edit Connection

Jira Connection ) Re-Authorize Connection

Source: Jira
Revoke Authorization

View Jobs View Activitie
Delete Connection

ZohoV2

To re-authenticate the Zoho connector in Gainsight Customer Success (CS), follow
these steps:

e Navigate to Administration > Integrations > Connectors 2.0.


https://support.gainsight.com/gainsight_nxt/Connectors/Support_Systems/JIRA_Connector#Create_Connection
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Locate the Zoho connection you wish to re-authenticate.

Click on the three dots menu next to the Zoho connection and select
Re-Authorize Connection.

A Zoho OAuth pop-up window will appear. Enter your Zoho credentials to
authorize the connection.

Complete the authorization process by following the prompts on the Zoho
OAuth page. This process will re-establish the connection between Gainsight
and Zoho, ensuring that data syncs properly.

IntercomV?2

Steps to Reauthorize the Intercom Connector:

Open the Intercom connector to view its configuration.

Click the three-dot menu (i) next to the existing authorized connection.
Select "Remove Authorization."

Once the previous authorization is removed, click "Authorize" again.
You will be redirected to the Intercom OAuth login page.

Log in to the correct Intercom account/workspace.

Approve access for Gainsight to access your Intercom data.

https://support.gainsight.com/gainsight_nxt/Connectors/Other_Connectors/Intercom

_V2 Connector

Dynamics (OAuth)

To re-authorize a Dynamics connection in Gainsight, follow these steps:

Navigate to Administration > Connectors 2.0 > Connections.

Locate the Dynamics connection you wish to re-authorize.

Click on the context menu (three dots) next to the Dynamics connection.
Select 'Re-Authorize/Authorize Connection' from the menu options.

You will be prompted to enter the new credentials for your Dynamics org.


https://support.gainsight.com/gainsight_nxt/Connectors/Other_Connectors/Intercom_V2_Connector
https://support.gainsight.com/gainsight_nxt/Connectors/Other_Connectors/Intercom_V2_Connector
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e Complete the authorization process by entering the required Dynamics org
credentials and clicking 'Accept' in the confirmation dialog.

PipedriveV2

Please update your integration user’s credential and then authorize again by

following the document here.

Freshdesk

To update the Gainsight connection with Freshdesk, you must first log in to
Freshdesk, reset the current ACCESS_KEY, and then use the newly generated
ACCESS_KEY to configure the Gainsight connection.

How to Reset and Update Your Freshdesk API Key

1. Login to Freshdesk.
2. Click your Profile picture from the top-right corner.
3. Select Profile Settings.

In the API Key section on the right, click View API Key , and select Reset APl Key.A
new API key Is generated.

4, Copy the new key and update it on the Gainsight Connectors 2.0 page as
follows.


https://support.gainsight.com/gainsight_nxt/Connectors/CRM_Integrations/Pipedrive_V2_Connector
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..........

For more information, please refer to the Freshdesk Support Article.

Zuora

There is no Reauthorization option available from within Gainsight. You must reset
your client ID and client secret in Zuora.

Snowflake

Prerequisites

Before you start, identify:

e Which auth type your Gainsight and Snowflake connection use:

o Basic (username & password)
Note: Username and Password authentication will be deprecated,
contact Snowflake Support for guidance if needed

o OAuth (through a Snowflake SECURITY INTEGRATION).


https://support.gainsight.com/gainsight_nxt/Connectors/Support_Systems/Freshdesk_Connector
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o Key pair (RSA public key on a Snowflake user).

e Which Snowflake principals are dedicated to Gainsight. Examples:

o User: GS_GAINSIGHT_USER

o Security Integration (OAuth): GAINSIGHT

o Any dedicated Warehouse, Database, Schema, and Views used only by
Gainsight.

Use these commands to discover relevant objects, with the patterns adjusted to
match your naming:

SQL
SHOW USERS LIKE '%GAINSIGHT%';
SHOW SECURITY INTEGRATIONS LIKE '%GAINSIGHT%';

IMPORTANT: Replace the example names with your actual user, role, and
integration names.

Rotate Credentials

Use this section if you want to improve security by rotating credentials, but keep
Gainsight connected to Snowflake.

Basic (Username/Password)

If you are still on Basic auth, Gainsight recommends migrating to OAuth or key
Pair. Please contact Showflake Support for guidance if needed. While on Basic
Auth, rotate the password regularly as follows:

1. Set a new strong password on the Snowflake user
SQL

ALTER USER "GS_GAINSIGHT_USER" SET PASSWORD =
' <NEW_STRONG_PASSWORD>" ;

o Use along, random password.
o Do not disable the user.
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2. Update the password in Gainsight

1. Navigate to the Connectors page in Gainsight.
2. Edit your Snowflake connection that uses Basic auth.
3. Enter the new password and save.

3. Validate

o Test the connection from Gainsight by creating a new job or running a
job.

o In Snowflake, you can check LOGIN_HISTORY for the Gainsight user if
you need audit confirmation.

If you are ready to deprecate Basic auth (recommmended), here are the steps to
disconnect:

1. Rotate or invalidate the password, then disable the user:

SQL

ALTER USER "GS_GAINSIGHT_USER" SET PASSWORD
'<NEW_RANDOM_PASSWORD>" ;

ALTER USER "GS_GAINSIGHT_USER" SET DISABLED

TRUE ;

2. Drop the user ifitis dedicated to Gainsight and no longer needed:

SQL
DROP USER IF EXISTS "GS_GAINSIGHT_USER";

OAuth / Security Integration

In this model, Gainsight connects to Snowflake using an OAuth SECURITY
INTEGRATION.

Typical rotation actions:

1. Rotate secrets, or tokens, at your IdP or OAuth provider
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a. Follow your IdP or Snowflake OAuth provider’'s document to:

m Rotate client secrets (if applicable), and/or
m Revoke old refresh tokens.

2. Update the SECURITY INTEGRATION in Snowflake (if you changed any
parameters)

For example, to update properties on an existing integration:

sqQL
ALTER SECURITY INTEGRATION "GAINSIGHT"
SET <property> = <new_value>;

3. (Optional) Fill in the properties you changed, such as OAUTH_CLIENT_SECRET.
4. Update configuration in Gainsight

1. In Gainsight Connectors, edit the Snowflake connection that uses
OAuth.

2. Ensure it points to the correct Security Integration and any rotated
OAuth details.

3. Re-authenticate if the Ul prompts you to.

5. Validate

1. Test the connection from Gainsight by creating a new job or running a
job.

2. Optionally verify in Snowflake that the integration is in the ENABLED
status:

SQL
SHOW SECURITY INTEGRATIONS LIKE ‘GAINSIGHT';

Note: Do not drop the Security Integration if your intent is only token and secret
rotation.
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Key Pair (RSA)

Snowflake supports having two public keys per user (RSA_PUBLIC_KEY and
RSA_PUBLIC_KEY_2)to enable zero-downtime key rotation.

Recommended pattern:

1. Generate a new private key on your workstation.

Shell
openssl genrsa 2048 | openssl pkcs8 -topk8 -inform PEM -out
rsa_key_new.p8 -nocrypt

2. Generate the new public key.

Shell
openssl rsa -in rsa_key_new.p8 -pubout -out rsa_key_new.pub

3. Add the new public key to the Snowflake user.

If you are currently using RSA_PUBLIC_KEY, attach the new one to
RSA_PUBLIC_KEY_2:

SQL
ALTER USER "GS_GAINSIGHT_USER"
SET RSA_PUBLIC_KEY_2 = '<NEW_PUBLIC_KEY_CONTENTS>"';

4, Update Gainsight to use the new private key

Navigate to the Gainsight Connectors page.

Edit your Snowflake connection that uses key pair auth.
Upload rsa_key_new.p8 as the private key.

Save and test the connection.

oo oo

5. Remove the old public key after successful cutover,nce you have confirmed
successful connections using the new key:
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sqQL
ALTER USER "GS_GAINSIGHT_USER" UNSET RSA_PUBLIC_KEY;

6. Or, if you flipped which key is active, unset the unused one accordingly:

SQL
ALTER USER "GS_GAINSIGHT_USER" UNSET RSA_PUBLIC_KEY_2;

7. Validate - Test the connection from Gainsight by creating a new job or running
a job.

IMPORTANT: Gainsight strongly recommends allow-listing Gainsight's IP
addresses in your Snowflake account/network. Please raise a Gainsight support

ticket to obtain the most up-to-date IP list. Ensure these IPs are allow-listed
before creating or re-establishing the connection.

AHA

The AHA access key is provided by the AHA team. Reach out to the AHA

administrator to revoke and create a new key within AHA and subsequently update
the key in the AHA connection.

Personal settings

Q_ Search settin:
API keys

Generate API key
Personal Avinash Nethi v _

Profile APl keys h OAuth

Homepage

API keys you have generated that can be used to access the Ahal API.
Notification preferences

Document templates e T
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Avinash New API 26 Nov 22:26 Revoke
(Developer )
External calendars

Background jobs

Workspace access

Al prompts
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Product Board

The Product Board access key is provided by the Product Board team. Reach out to
the Product Board administrator to reset the API key within the Product Board, and
subsequently update the new key in the Product Board connection.

Ecosystem

For more information on the Ecosystem integration, please refer to the Ecosystem
Connector support article.

Bulk API

For Bulk APl integration:
1. Navigate to the Connectors 2.0 page,
2. Edit the connection and reset the access key.
3. Click Save.


https://support.gainsight.com/gainsight_nxt/Connectors/Other_Connectors/Ecosystem_Connector
https://support.gainsight.com/gainsight_nxt/Connectors/Other_Connectors/Ecosystem_Connector
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Edit Connection

Name of the connection *

test connection

Created By

Anton Vinny

Created Date
30/10/2020
Authentication

OAuth

Yes

The Application required for setting up OAuth authentication can be
found at Authentication in User Management

Access Key

Yes

Access Key

Reset Access Key

Cancel Save

Bulk API (OAuth)

Delete the existing Auth Application and recreate it in User Management. To delete
the existing Auth application, navigate to User Management > Authentication >
OAuth Application.

Custom Connector (REST_API)

Since the custom connector's authentication is managed and generated within the
external system you are connecting to, Gainsight advises obtaining new credentials
directly from that external system and then updating the Custom Connectors with
those new credentials.
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Create Connection

Connector”

G Custom Connector

Name of the connection

Authorization Type

None

Description

s

Cancel Save

For more information on custom connectors, please refer to the Configure Custom
Connectors support article.

SAP Datasphere

Reset the password in SAP Datasphere and update the new password in the
connection.

Gainsight API (GS API) Access Key

The customer can reset the key from the Gainsight API Card. For more information
on the Gainsight API access key, please refer to the Generate REST AP| Key support
article.

Gainsight API (GS API) M2M

Customers will be able to resolve this either by regenerating the secret on the
existing connector from January 9th onward, or by recreating the connection
entirely.


https://support.gainsight.com/gainsight_nxt/Connectors/API_Integrations/Configure_External_Action_from_Gainsight#Configure_Custom_Connectors
https://support.gainsight.com/gainsight_nxt/Connectors/API_Integrations/Configure_External_Action_from_Gainsight#Configure_Custom_Connectors
https://support.gainsight.com/gainsight_nxt/API_and_Developer_Docs/Generate_REST_API/Generate_REST_API_Key
https://support.gainsight.com/gainsight_nxt/API_and_Developer_Docs/Generate_REST_API/Generate_REST_API_Key
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Edit Connection

Name of the connection *

Gainsight API - M2M OAuth 000

Authorization Type *
ACCESS_KEY OAuth

OAuth API Key

Copy to clipboard

Re-Generate Secret

Regenerating immediately invalidates the old secret. Ensure clients
are updated during a change.

Oauth API Secret

Copy to clipboard

User Mapping (Optional) O

Cancel Save

y |

EventStream

Delete the existing Auth Application and recreate it in User Management. To delete
the existing Auth application, navigate to User Management > Authentication >
OAuth Application.

BigQuery

Disconnecting Procedure
Connection auth type used in Gainsight:

e OQOAuUth
e Service Account

Remove authentication surface OAuth, or Service Account.
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A) If OAuth is used

Permissions or IAM Roles Required for managing (or deleting) an OAuth Client.

You need the roles/iam.oauthClientAdmin role on the project to create,
update, or delete OAuth clients. For more information, please refer to the Manage
OAuth application article.

Steps to Invalidate:

1. Open Google Cloud Console » APIs & Services » Credentials.

2. Under OAuth 2.0 Client IDs, locate the OAuth Client you want to
turn off.

3. Ensure you have the 'roles/iam.ocauthClientAdmin' permission (or
equivalent).

4. Click the OAuth Client name.

Click DeleteDELETE to remove the OAuth Client ID or /Secret

(there is no “disable” option).

6. Confirm deletion.

L

After deletion, any application using that Client ID or Secret stops working
immediately.

X Google Cloud

2

e w 2
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https://docs.cloud.google.com/iam/docs/workforce-manage-oauth-app?utm_source=chatgpt.com
https://docs.cloud.google.com/iam/docs/workforce-manage-oauth-app
https://docs.cloud.google.com/iam/docs/workforce-manage-oauth-app
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B) If Service_Account is used (For disabling or deleting a Service Account)

Permissions or IAM Roles Required

e You need the roles/iam.serviceAccountAdmin role on the project (or on the
service account) to manage (disable/enable/edit) service accounts. Please refer
to Google Cloud documentation.

e Ifyou only need to disable or manage service account keys, you may need
roles/iam.serviceAccountKeyAdmin. Please Refer to the Google Cloud
Documentation for more information.

Steps to Invalidate (Delete Service Account)

Open Google Cloud Console > IAM & Admin > Service accounts.
Select the Project.

Find the service account to disable.

Ensure you have the 'roles/iam.serviceAccountAdmin' permission
on the project (or account).

Under Service account status, click the service account name

6. Click Disable service account

INNCRNIES

o

Click Confirm. Once disabled, the service account cannot be used for
authentication, and any workloads depending on it will fail.

Service accounts. C Refresn ®Leam

Service accounts for project ‘cs-connector-playground”

o

1
o

1|
o

I
o

Reconnecting Procedure

A) If OAuth was used

To reconnect BigQuery using OAuth, please refer to the BigQuery Connector support
article.



https://docs.cloud.google.com/iam/docs/service-accounts-disable-enable?utm_source=chatgpt.com
https://docs.cloud.google.com/iam/docs/keys-disable-enable?utm_source=chatgpt.com
https://docs.cloud.google.com/iam/docs/keys-disable-enable?utm_source=chatgpt.com
https://support.gainsight.com/gainsight_nxt/Connectors/DB_Based_Connectors/Google_BigQuery_Connector#Create_Connection
https://support.gainsight.com/gainsight_nxt/Connectors/DB_Based_Connectors/Google_BigQuery_Connector#Create_Connection
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B) If Service Account was used
To reconnect BigQuery using OAuth, refer to the BigQuery Connector support article.

Dynamics

To re-authorize a Dynamics connection in Gainsight, follow these steps:

When a customer connects to Gainsight using an M2M OAuth or Certificate flow,
they create credentials in their own Azure Entra ID tenant. Gainsight cannot modify
or remove these credentials.

Therefore, the customer must perform the disconnection steps on their side.

If the customer created a Client Secret:

During initial M2M connection setup, customers generate a Client Secret in Azure
Entra.

To disconnect:

Navigate to Azure Portal >Entra ID > App Registrations.

Open the App Registration used for Gainsight M2M.

Navigate to Certificates & Secrets.

Under Client Secrets, delete the secret that was created for Gainsight.

INNOIINEES

Microsoft Entra admin center O Search resources, services, and docs (G+/) @ copiior [NAROING)

Home

Home > Client-certificate-flow

U Gtz Client-certificate-flow | Certificates & secrets =

*

Favorites v

0O Search « A7 Got feedback?
5 EntralD A B Overview
Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

® overview scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

#" Integration assistant
R Users X Diagnose and solve problems

x
o @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Groups Manage
B Devices B Branding & properties )
Certificates (1) Client secrets (1) Federated credentials (0)
B AgentID (Preview) D Authentication (Preview)
& A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Certificates & secrets

@ Enterprise apps

il Token configuration ~+ New client secret
B App registrations >

I 2 - APl permissions Description Expires Secret ID

s
Se Roles & admins @ Expose an API Rotate Integration client details 5/20/2026 b77d75f7-a9a0-42€0-b397-e60f7bd69692 [ i
88 Delegated admin partners ¥ App roles

2 Owners

O Domain services

If the customer created a Certificate:


https://support.gainsight.com/gainsight_nxt/Connectors/DB_Based_Connectors/Google_BigQuery_Connector#Create_a_Service_Account_in_Google_BigQuery
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Some customers use certificate-based M2M authentication.
To disconnect:

Navigate to Azure Portal > Entra ID > App Registrations.

Open the relevant App Registration.

Navigate to Certificates & Secrets.

Under Certificates, delete the certificate used for Gainsight M2M.

INNOIINEES

Once the secret or certificate is removed, all M2M calls from Gainsight will
immediately stop working.Gainsight does not need to perform any additional steps
for disconnection.

Reconnecting Procedure (Customer Action Required)

If you want to reconnect after deleting the credential, you can follow the same steps
they used during initial M2M setup.

Reconnection Steps
A. Create new credentials in Azure Entra

1. Navigate to Azure Portal > Entra ID > App Registrations
2. Open the same App Registration used earlier (or create a new one if they
prefer).
3. Generate a new credential:
a. Option 1: Add New Client Secret
» Certificates & Secrets » New Client Secret
b. Option 2: Upload New Certificate
» Certificates & Secrets » Upload Certificate

B. Update the credentials in Gainsight
Once the new secret or certificate is created:

Log in to Gainsight.

Navigate to Connectors.

Select Edit Connection.

Replace the old credential with the new client secret or certificate.
Save and test the connection. Existing jobs should start working.

ON W
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Databricks

We don't have re-authorization for this connection.

e For Username/Password: Request the user to update their password at the
source.
e For OAuth: Need to reset their Client ID and Client Secret.

ServiceNow

Disconnecting Procedure

1. Navigate to the Application Registry

To find this in ServiceNow, use the left navigation menu to search for System OAuth
— Application Registry, or type Application Registry in the filter.

(D Security Update: MFA Implementation
To enhance the security of your instance, we'll enable Multi-Factor Authentication (MFA) for all users performing non-SSO login in the instance. For more information, see MFA implementation Guide.

ServiCenow | Al | Favorites  History  Workspaces  Admin Validate multi-factor authentication Q_ Search v ® 2 & ( o @

FAVORITES

No Results
ALL RESULTS

System OAuth

2. Open the OAuth App You Want to Delete

Click the application entry you want to remove.
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o manage the record in a new, improved configuration experience, switch to the New Inbound Integration Experience. You can continue to use this page for configuring Outbound Integrations.
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.
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ServiCeNOW Al Favorites  History Workspaces  Admin Application Registries 7 Q_ System Oauth

_ Application Registries

a = Autoqa01 View: Default*

New Inbound
To manage the record in a new, improved configuration experience, switch to the New Inbound Integration Experience.

* Name | Autoga01 \ Application  Global [6]
* Client ID | e — } Type  OAuth Client
Client Secret [---------- ] @ Accessible from ‘ All application scopes ;‘
Redirect URL ~ = * Active

-  Refresh Token Lifespan | 8,640,000

Logo URL  Access Token Lifespan [ 300
Public Client [ ] * Token Format | Opague V|
Client Type | -- None -- v Login URL

Reconnecting Procedure

Please refer to the support article here.

S3 - Customer Managed

Please reach out to your AWS team to change the keys, as the custom bucket is
owned by customers, and update the new keys in S3 connector (under the
Connectors 2.0 page).

Log in to the AWS Management Console


https://support.gainsight.com/gainsight_nxt/Connectors/Support_Systems/Servicenow_Connector
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1. Navigate to IAM - Users, and pick the user whose key you want to reset.

2. Goto the Security credentials tab » the Access keys section.

3. Create a new access key: choose Create access key. The console will show
you Access Key ID + Secret Access Key. Make sure to copy / download them
immediately — the secret key can't be retrieved later.

4. Update your applications/CLI scripts to start using the new key pair. For
example, if using the AWS CLI, re-run aws configure or update your
credentials file.

5. After confirming everything works with the new key, deactivate the old key
and then delete it. This avoids leaving redundant credentials lying around.

S3 - GS Managed

Rotate S3 Keys - Please refer to the support article here.

Segment (only supported for US data centers)

The key needs to be reset, and the Segment team must be informed to update the
key on their system. Please refer to the support article here.

Mixpanel

We are currently using the Mixpanel access key (generated by Mixpanel) in our
connector. The Mixpanel admin can revoke the existing key, generate a new one, and
update from the Connectors page in CS.

Google Analytics

1. Go to Adoption Explorer > Administration.

2. Click on your project name.

3. Inthe "Objects in Project” section, select the object where Google Analytics is
configured.

4, Click the Edit Source icon next to the Google Analytics connection.

5. In the source connection settings, look for an option to remove or reauthorize
the Google Analytics source.


https://support.gainsight.com/gainsight_nxt/Connectors/File-Based_Integration_-_Connectors_1.0/How_to_Reset_Access_Key_for_Gainsight_Managed_S3_Buckets
https://support.gainsight.com/gainsight_nxt/Connectors/Usage_Data_Connectors/Segment_Connector#Create_a_Segment_Connection
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6. Save your changes.

Postgres, MySQL, or Redshift

Please contact your database administrator to update the connection's username
and password. Once updated, follow the instructions here to update the credentials
in Adoption Explorer.


https://support.gainsight.com/gainsight_nxt/Adoption_Explorer/Admin_Guides/Configure_Adoption_Explorer_Objects#Postgres.2C_MySQL.2C_or_Redshift
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